The Bureau of Alcohol, Tobacco & Firearms

Auditor’s Report

DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20220

ICE OF r -
INSPECTOR GENERAL i~ | _p.

MEMORANDUM FOR JOHN W. MAGAW, DIRECTOR
BUREAU OF ALCOHOL, TOBACCO AND FIREARMS

FROM: Richard B. Calahan Plontin f 3. Lol da
Deputy Inspector General

SUBJECT: Audited Fiscal Year 1997 Financial Statements of the
Bureau of Alcohol, Tobacco and Firearms

The attached Fiscal Year 1997 financial statements of the Bureau of Alcohol,
Tobacco and Firearms were audited by Price Waterhouse, LLP, an Independent
Public Accountant (IPA), under contract with the Office of Inspector General.
The audit was performed in accordance with the Government Management
Reform Act (GMRA) of 1994. The IPA issued the following reports which are
included in the attachment:

« Report of Independent Accountants on the Financial Statements;
« Report of Independent Accountants on Internal Controls; and

* Report of Independent Accountants on Compliance with Laws and
Regulations

The IPA rendered an unqualified opinion on the financial statements for the
year ended September 30, 1997. The IPAs report on internal controls cited five
reportable conditions relating to enhancing controls over the information
security management function, improving the effectiveness of access control
software, implementing standard program change control processes, evaluat-
ing telecommunications security risks, and implementing policies to rotate
inspectors. None of these conditions were considered a material weakness. In
addition, the report on compliance with laws and regulations disclosed no
instances of noncompliance.

We have submitted a copy of the attached package to the Secretary of the
Treasury and to the Assistant Secretary for Management/Chief Financial
Officer for transmission to the Office of Management and Budget.
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My staff monitored the conduct of the audit and performed a quality control
review of the IPAs working papers. The audit was performed in accordance
with generally accepted Government auditing standards and met the require-
ments of the GMRA.

The IPA will issue a management letter discussing various issues that were
identified during the audit, but which are not required to be included in the
audit reports.

Should you or your staff have questions, you may contact me at (202) 622-1090,
or a member of your staff may contact Antoine Elachkar, Director, Financial
Audits Division at (202) 927-5781.

Attachment
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REPORT OF INDEFENDENT ACCOUNTANTS

To the U 5. Department of the Treasury TFice of lsspeeror Goneral and
The Dhevetor of the Burean of Aloohol, Tobacso and Fircarms

We e andited 1he Siatement of Financ) Position of the Barcau of Aleohal, Tebacco and
Fircares (ATF) ns of Scptomber 30, 1997 and b related Sanement of (hporations and Changes
in Met Pesifice for the vear ended Scptensber 30, 1907, These finascial statoments ans the
respeeriibility of ATF's mamgement.  Chur responsibalily s 10 expeess an opiacn on Lhise
Fenassekal smcencnis hased om our aedit. The financad statenicats of ATF for tha year andad
Septermber 30, 1996 were sudited by tho U5 Depanesent of by Trexsury Office of Inspector
Goneral whese repon dated April 25, 1997 expressod an wngaalifsod opeaion on those
satomenls

We conducicd our audit in accordancs with penerally sccepted auditing standands, Coverrnsm
Ancliring Sumokereds, tssucd by the Comgrralier General of the United Statcs, ard Cifice of
Management and Budget (OME) Bulletin No 93206, Awlif Reguiremers far Froenal
Finametod Srescments, o5 amended. Those standards requise that we plan and perfeam the auda
1o cbtain reasonable sssurance sbout whother the financxal statements arg fice of material
migeatement, An sudit inchsdes examining, on a test basis, oodence supgoating (ke amounts
and discloseres im the fisancial sratements. An audit also includics assesssag the accounting
principles wsod and sglicant cilisates made by management, as well as evaluatimg the mersll
financial stalement presentation. Wi belicve that our andil provides a reasonabile basis for our
opiTRon.

As degeribed in Mote |, these fnaecial statements wene propared on e basss of accounting used
o el wigh QM Bulietin Mo, G-, Foeom and Comtend of A pewey Fimanctal Stotements,
which is & comgrehcasive basis of acoounting other tan generally accepied sccounting
principles

In our opinica, the Teancial statements audited by ws present famhy, in all motenal respects, the
financial peitisn of ATF nt September 30, 15997 and the seaulta of i3 operations ond changes m
nel pesRion for the vear ended September 30, 1997, in confonmily with the basis of accouniing
diserbed mn Woge | i the financml sintoments

Ax dizcuszed in Mote & ATF, efTective for the Racad vear cnded Septomber 300 1997, adopted
Statemant of Federal Financial Acepunimg Standards Mo 5. dooowaning for Lubadites of the
Fenleran! Ceonvg rramsg i

We wire cngaged for the puspese refenred 1o i the first parsgraph of this report. The
infarmation i the “Masagienent's Overvizw” (Overview) sechion is not 2 requined part of the
financial staicments, bt is supplemeontasy sformation required by OMB Bulktin H-01, Form
o Comtenl of Agency Financial Suremente. W do not express an overall opines on this
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informanion. Howower, we compared this information for combsseney with the Financial
sastemcnis and deopssod tha methods of menseremes snd pressntation with ATF manssement
Eraged on s hsolod weal, we fowsd no malerial imconsistene s with the fnascial staioments

In ascordamee with Grovemmenr AL avniveg Stanghaeds, wi hang also isseed a report daned
Febauary %, 1998 op oar conesideration of ATF s

tal conirnl drchere and o FOpsait

laied Februsry 9, 1598 oo s compliance with laws and regalations

Goe. (Soillyr 1P

February %, 1993
Arlingion. Virgises
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REPORT OF INDEPESNDENT ACCOUNTANTS O% INTERNAL CONTROLS

T the U.S. Departmest of the Treasury Office of Isspecior General and
The Dircctor of the Buresu of Alookol, Tobaces and Firenrms

W have audited the financal statements of the Buresu of Aloohal, Teladco snd Faearms
(ATE) 35 of and fior the vear ended Sepicenher 30, 1997, and have |ssued oer report theroon
dascd Febroary 9, 1998,

W conduciod our asdil i accordance with gencrally acceplod suditng sandards, Crenvermeent
Audiivg Standords, sucd by the Comptralier Goneral of the Ussed Seacs; and Office of
Management and Budget (OME) Bulletin Mo, 93:06, Auddt Requnncments for Federal
Finanei Shriserents, as amended. These saesiards require that we plan and perform the audit
1o b reasonabilc assurancs about whother the financial stalements are free of malonal
EaisLascmeoni

The masagement of ATF i responsiblo for establishing and naintamng an intemal costrol
struetare |n fulfilling this nesponahility, estimates and judgmaents e rquired 1o xesess the
expected henefits and rolasod costs of intereal control policics and procedures. The objoctives af
an internal control stnacture ars ¥o peovide masmgement with reasosable, b not shsoluse,
assarasee that 1] transactions ane propesiy recoeded and accouniod fiof o permit the
preparation of relisble financial statemensts and (o mabstain acoountabality ener aiscts, (2) funds,
property, 2nd other nasels are safeguarded from leas from unauthon zid use of disposition: (1)
Iransactions, intluding those related 10 sblipaions and costs, ane exccuted in complisnce with
Taws andd regulations that cosld hane 3 direet and material elfoct on the fimescial Axements and
wher relevast laws and regulanions; and (4] dain thot suppost repostod perfomaance measurc
are properly recoeded and accouseed for 1o permit preparation of reliable amd complete
perfomance wiomsatsn. Botuss of inhorent limitations in any internal conteol Sructure,
ermors or irregubantics may nevertheless coour and not be deteciod. Aldse, progection of any
evaluation of the structure 1o fature periods is subjedt o the risk that proccduros may b
insdequaic bocause of dunps in conditions or that the dffccinensss of the desagn and oporalsn
of policies and procodurcs sy defenomiz

b planning and porformarg ot aedit of the finascial stateements aff ATF for the vear ended
Sepezmber 30, 1997, we ahlained s understardmg of the design of sgmificant infermal contral
structure policics and procadarcs and whether they have boon placed in operation, tossed comam
controls, and asscssed controd rsk in onder to doterming sue suditing procodurse Ear the purpoeas
of cxpressing in opision cn the fisancial stanemens and nof 1o provide an opisson on (ke
iemal conrod siuchae. Accordingly, we da not express such an opeaan

With reepect 1o internal costrals relzvant bo data that support reponicd perfbrmance measure,
we cbexinad an uadersanding of pelevant inbernal comtrol stnsctane polices and procoduncs

82



The Bureau of Alcohol, Tobacco & Firearms

Auditor’s Report
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Page 2

desigmed to achieve the sbove sobed control objoctives, and assessed nisk nelabed 1o
Fasagement s assenions that the data i comploto and relstes to events ibat kane: pooanmod.

We noted conain mamees an the inlemal control structure and its operation that we consader 1o be
reporinhlc comdiions under srandands extablshed by the American Institete of Certified Public
Accourdants and OMB Pullatin Mo 9106, dud Requircerents for Federal Financial
Sumemvan, a8 amodod. Reportable conditions involve manss corsag 10 our alention relating
to signefieant defeennisss m the design or operation of the intersal coatrol stnecture that, in casr
Jedgment, coaild ndversely affoct the entity s ability to moet the intereal contiol ohjestives
thescighed abonag

Enhanee Cantrols Dhver the Information Secerity Managenserst Funcison

Sinee last yeas's audst, ATF has further enhameed sinffing for 85 sformation socurify Function
bey supplementing (ke cxisimg Program Manager for Information Systcens Security with one
staff level contract emplesse. Howver, ATF sitll lacks sufficient siaffing rescerces 1o
imsplerment and maintan an cffective ausomatod formaton socurity Ranction, Beesase of thess
szaffing shortages. beavy reliance & placed on 8 syetems programmer bo maintais the security
sedbaare, pencrabs sooanity software reponts, and set sp users witk Sial-up access. Tn addition,
an cenployes in the Operations ara & responsible for the additons, deletions and meodifications
of user poucss 1o sasnframs systems. The rcsulting scpasation of dulics wiakposses imcromse the
pateninal for authonzsd systom wsors o cngage in impeoper systems-related actinitics. We
recoinisond thal ATF further incroase sinffing for the Dma Security onganezation and ensuse
that gnly memibors of that staf¥ perform data seoangy adminstration cade.

Contise 1o Improve Effectivesess of Acoris Comtral Software

Our work ikestifiad a sambor of veraknesses in ihe Aceess Costral Softwanc and rolated access
control arcas. Becauss of the seasating nature of these findings, details ssd recommendations For
comucting these wealmesses will be pressstad = a scparalc managemend letier 1o ATF

Implensemt Srandard Program Change Control Proceuses

Last year's amdit sdentifled amd repocted under the heading, Implemsend Aoeguie Separgtinn of
Durtes, that ATF did mot have an adeguate control framework for application saftware charges.
Thix condition still exists. The curnint proccss docs not cnsure that all prograss ckanges are
coreistently roquesied, wsthorized, and ascepaad. Without effective change coetrals, erroncous
and unmAhorized changes could b2 applsed 1 ATF apphéation systems. W recommend that
ATF expeditc ongoing offoris i develop, appeove, and implemon a burcas-wide program
chanpe controd process
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Evalmste Tebcomeundeations Secunity Bisks

Ohar review desclosad 2 weaksess in the Telocommerications Secunity asca. Bocause of the
senaative natune of these findings, details and recommendations for cormecting this weakeess will
b presomted im 2 scparaic managemont lotior o ATF.

Implement Folicies to Botabe Inspeciors

The wie ol mapecioes o review xpayer operations i integral to the control @ructuse for
cnsufneg thit the proper senount of eugise tax is paid o ATF. In the prioe veas, it was posed
thai isgpecions may be assigned on o boeg-term basis i perfoms revicas of the same togpaner,
whach could be: constneed as an impaimeent of the inspector’s ohjectnaty or mdependence. In
responae b this matier, ATF has drafted policics thar wall st forth procedarcs for caablishing
as mspecior rotstion poliey.  These polseics and procadures are expected 1o be issued in final
foem duning Fiscal vear 1598

Manapement's Besprense

ATF managemond concuss with mch of the above notod findings and cornesponding
recammendations.

Siatus of Prior Wear's Heportable Conditions

W fillcrved up o the stwtus of the s fiscad vear |9 reponable conditions identificd = the
Report of the lspector Geacral dated Apeil 25, 1997, That report mcheded all five of the
repartahle conditions desenbed above. W also found that ATF management's cormective
BERHONE OF The exisnemes of o milbigdling comlrils oF other Eactan rédalval the romaming, foar
fiscal vear 1996 reporable conditions as noted below

= sareagibcn Comtrols Ohver PersonnelPaytoll Processing

s lInprove Procedures io Record Propemy and Equipsncnr Disposals Timely
= Sirengihen Controls Owver the Federal Excise Tax Dalabase

#  lenprove Conteols Over Accountabality for Seized Fropenmy

A matcrial weakness m the intemal eonired sruciuee s 8 reponehle condition inowhich e
design or operation of ong or mone of the internal coetrol stnscture clements does mot redsce inn
relatncly lowe kel the mek thal errors or irregularitics in smounts that would be magenal in
relatnon g 1he Finamcml stalcments being auditod or material to a porformance moasurs o
aggregation of related perfomance mcasures may occur and not be delectod within a timly

pericd by employess in the normal course of perfamsing thear assigned fanctions
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Dur consderalion of the ieternal control snsctere would mol necsisanky divcloss all mallers in
the inlcrmenl conteed siruchude Tl sught b reportabhs cosd and. aecEdmgly, woskd il
nevessanly dischose all repsornatale Sondins 1hal ang alsd comdaderal o be macnall weakcsscs
2 defined aherve Hemvever, we Belicve aone of the fiscal Vear 1597 reporiab ke condilseen
described sbove 15 3 matoml woadnss

W alua notal cotan oller sallon mvalving e infemad eoninod sonscnan: ar we will fepam @
thi: management of ATF in a sepamie mansgement letier

This report is infended for the information of the LS. Departesont of the Treasury Dffica of

Irspoctor Geeneral, the Dopatmaont of the Trasury, the managoment of ATF. and the Comgress
Howevor. this repost 12 a matter of pubdic record and itx distributsos 12 nol hmitsl

G (Soleidlpn P

Februar 9, |94
Arlington, Yingnia
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REPORT OF INDEFENDENT ACCOUNTANTS
ON COMPLIANCE WITH LAWS AND REGCULATIONS

To the LS, Depanment of the Trensury DFice of rcpoctor Goneral and
The Direcice of the Barcau of Aloobol, Tobacco and Firsarms

We have sudited the finasaial eistesnenia af the Bureau of Alcohal, Tobacco and Fircarms
{ATF) as of and for the year ended Sepicsnber 30, 1997, and bave issoed our report theroon,
died Febuary @, 1998, Wi conductod cur auds in pecosdance with genomlly acoopted
auditing starcdurds; Governmern! duaiing Sioedands, sasad by the Comperoller Genernl of the
United Siates; 2nd Qifice of Masagoment and Budget (OME) Balletin Mo 93506, Ardir
Requirements for Federal Financiad Simtemenis, a8 smended, Those siamdands require that we
plan aired perform Bhe audit 1o obkaen reasonable aasursnes shoul whether the fisancial
slaloments are fros of malerial missucment

The snasagemest of ATF is responsible for sossplying with lws asd regulaboes spplcable o
ATF. As part of obiaining reascrable asssrance about whetker ATF's fiaascial sizicments are
free of magcrial misstadoment, we porformeal seas of i coerplinnce with ceriain provisions of
laws and regulations, noncomplanc: with which ¢oubd haa o diecet and modonal effiod on the
detcameaaion of finzncial sialoment amoants and cortam ether L amd regulatons specfied in
OME Ballotin Mo 9306, Awshir Requirements for Federal Flrescial Simemonrs, s amendied,
iz lpding the requirements refored Lo in the Foderal Fraseial Maragemest bmprovement Aot
(FFMEA) of 1996,

The resules of our tests disclosed no Instasees of noncompliance that are roquarcd to be roportod
Bcromn under CGiovermmenr Aweliving Saanared

Under FFMIA, we are roquired 1o repon whether the agency's financial managoment systamns
subsanitally screply with the Federal firaecinl management sysioms roqairements, applicable
stcounng sianidards, and the United Stmies Standaod CGencral Lodper at the trangaction kvl
T endet thed requarement, we performed tests of compliance useg the implomestation gusdascs
for FEMILA masucd by OMB on Seprember &, 1997,

Tha results of our 1e813 disclosed so insiances whene ATF's financal managemont systoms did
ol subsdantially comsply wath the theee reguirements desoassed in the procoding paragraph

Am auda of 1he finzncil stnlements cosdecied in accordano: witl gencraliy accoptad madsung
stnndurds; Gevermment Asditing Bandoeds, issucd by the Compteoller General of the Daited
States; and Office of Managemond and Budget (OMB) Bulletin T, 93-06, Aoy Sequinemenis
Jor Fedleral Firenctal Sotemonts, as amended, i3 not destgeed te datees whether ATF s sysioma
are Yiear 2000 complmant. Fariher, we have no responsibality wath regard o ATF' s effors o
make s systems, or any ofher sysioms, sach as those of ATF S wissdofd, senacs paoviders, or
any othar thind pastics, Yicar 2000 compliant or provide assuranes on whether ATF has
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acdrea s o will B alile 1o addnsga 31 of the afaciad svstome om 3 Bmehe basis These are

espoasibildics of ALF § mamaposnenl

[':-m-.'...-.; ah w.]'illll.'ll (L} |.|l||||:|u||..-\.' wiith eoftam [ LT e L al lawd ans] 'q.'_'_||||'|||| C )l U O
chjoctne off our audit and, accordaghy, we do ol express on opeseid. D report o infendod for
the micarratsim of the U5 Doparimens of tha Treaswry (Hce of laspecior Ganeral, e
Deeparmse of the 1reasary, the managemon of ATF. and e Congress. Howewer, this Tepor
is 1 naiter of public recond, 2md iis dstribagion s sl lassald

G Sk 4P

Fobruarn: U, 1545
Mrlemgion, ¥Wirgmia
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